






Faculty of Information and Communication Technology 
 
MULTILAYER REVERSIBLE DATA HIDING VIA HISTOGRAM 
SHIFTING 
 
Hamida Mohamed Almangush 
 
Doctor of Philosophy 
 
2016 
 MULTILAYER REVERSIBLE DATA HIDING VIA HISTOGRAM SHIFTING 
 
HAMIDA MOHAMED ALMANGUSH 
 
A thesis submitted 
in fulfillment of the requirements for the degree of Doctor of Philosophy  
 
Faculty of Information and Communication Technology 
 







I declare that this thesis entitled Multilayer Reversible Data Hiding via Histogram Shifting is 
the result of my own research except as cited in the references. The thesis has not been 




  Signature      :           ……………………………….. 
    Name          :           Hamida Mohamed Almangush  






I hereby declare that I have read this thesis and in my opinion this thesis is sufficient in term of 




       Signature       :          ……………………………….. 
      Name      :          Professor Dr. Mohd Khanapi Bin Abd Ghani  


















Concealing messages from unauthorised people has been desired since written communication 
first began. With advancements in digital communication technology and the growth of 
computer power and storage, the difficulty of ensuring the privacy of individuals and the 
protection of copyright has become increasingly challenging. Steganography finds a role in 
attempting to address these growing concerns. Problems arise in the steganography method 
because of the trade-off between capacity and imperceptibility whereby increasing the 
embedding capacity increases the distortion in the stego object and it thus becomes suspect. 
Another problem is concerned with non-retrieval of the original cover object whereby 
misplacing data could be crucial for example in the case of medical images. Reversible data 
hiding technique based on histogram shifting addresses the problem of retrieving the original 
cover. Embedding the secret message by shifting the histogram between the pair of the peak 
and minimum points wastes the embedding capacity and does not control the distortion in the 
stego image for various secret messages sizes. In this research, a technique for reversible data 
hiding is proposed which enables the retrieval of both the hidden secret message and the 
original image at the receiver’s side. The proposed technique considers the size of the secret 
message and the distribution of the colour values within the cover image to determine the value 
of the optimal pair or set of container and carried colours within the best sub image instead of 
the pair of peak and minimum points. The experimental results show that the proposed 
technique increases the embedding capacity within the cover image and produces a stego image 
with a high peak signal-to-noise ratio value. In addition, the experimental results show that by 
using the proposed re-shifting and extraction formulas, the technique has the ability to extract 
the hidden data and retrieve the original images from the stego images. In comparison to the 
traditional histogram-shifting techniques, the proposed technique significantly improves the 
stego image quality and the embedding capacity. Thus, this research has contributed to two 
















Menyembunyikan mesej daripada orang yang tidak dibenarkan telah diinginkan sejak 
komunikasi bertulis pertama bermula. Dengan kemajuan teknologi komunikasi digital dan 
pertumbuhan kuasa perkomputeran dan penyimpanan, kesukaran dalam memastikan rahsia 
individu dan perlindungan hak cipta menjadi semakin mencabar. Stenografi mengambil 
peranan dalam usaha untuk mengatasi masalah yang semakin membimbangkan ini. Masalah 
timbul dalam kaedah stenografi kerana keseimbangan di antara kapasiti dan 
ketakbolehkelihatan, iaitu peningkatan kapasiti membenam meningkatkan keherotan pada 
objek stego dan menjadikannya suspek. Satu lagi masalah yang membimbangkan ialah 
ketidakbolehan dalam mendapatkan semula objek penutup asal yang dengannya kehilangan 
data boleh menjadi penentu, contohnya dalam kes imej-imej perubatan. Teknik penyembunyian 
data berbalik yang berasaskan anjakan histogram dapat mengatasi masalah mendapatkan 
semula penutup asal. Membenamkan mesej rahsia tersebut dengan menganjak histogram di 
antara pasangan titik puncak dan titik minimum mengurangkan kapasiti membenam dan tidak 
mengawal keherotan pada imej stego untuk berbagai saiz imej rahsia. Dalam kajian ini, teknik 
penyembunyian data berbalik dicadangkan bagi membolehkan dapatan semula kedua-dua 
mesej rahsia yang tersembunyi dan imej asal di sebelah penerima. Cadangan teknik ini 
mempertimbangkan saiz mesej rahsia tersebut serta taburan nilai warna dalam imej penutup 
untuk menentukan nilai pasangan optimum atau set bekas dan warna yang dibawa dalam sub 
imej terbaik menggantikan pasangan titik puncak dan titik minimum. Keputusan eksperimen 
menunjukkan cadangan teknik ini meningkatkan kapasiti membenam di dalam imej penutup 
dan menghasilkan imej stego dengan satu nilai puncak nisbah isyarat-hingar yang tinggi. 
Tambahan lagi, keputusan eksperimen menunjukkan melalui cadangan formula anjakan 
semula dan pengekstrakan, teknik ini berupaya untuk mengekstrak data tersembunyi dan 
mendapatkan semula imej-imej asal daripada imej stego. Berbanding dengan teknik tradisional 
anjakan histogram, cadangan teknik ini jelas sekali memperbaiki kualiti imej stego dan 
kapasiti membenam. Lantaran itu, kajian ini telah menyumbang kepada dua prinsip iaitu 
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